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Copyright © 2005 Sentry Project Management All rights reserved. No
part of this document may be reproduced or transmitted in any form or
by any means without the written permission of Sentry Project
Management Pty Ltd.

Trademarks: Microsoft and Windows, Windows 95, Windows NT, Windows
98, Windows 2000, Windows Me and Windows XP are registered trademarks
of Microsoft Corporation. Netscape, Netscape Communicator and Netscape
Messenger are registered trademarks of Netscape Communications
Corporation. Novell Groupwise is a registered trademark of Novell Inc.
protectlID is a registered trademark of Sentry Project Management Pty Ltd.

Before you use the protectID product, you must agree to the following terms.

Any use or distribution of the protectID product requires that either you or your
supplier have a licence from Sentry Project Management Pty Ltd. Please
contact your supplier or support@sentrypm.com for details.

Neither Sentry Project Management nor any other person who has been
involved in the creation, production, or delivery of the Software shall be
liable to the user or to any other person for any direct, incidental or
consequential damages, even if Sentry Project Management has been
advised of the possibility of such damages.
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Purpose

This document is intended to provide integration support for use of ProtectID
smartcards or tokens (ref wwvw.SENTRYpm.com) with client-authenticated
SSL on Microsoft Windows 11S-based webservers.

This document describes setup of the IIS server and use of soft certificates at
the client PC. Once this setup is complete and the website access is
satisfactory, contact Sentry for further advice on installation of Sentry's
protectlD smartcard- and USB token-based certificates.

The following procedures assume general familiarity with Microsoft
Windows systems.
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1 Digital certificate client authentication on IIS 5.0 or later

This document assumed that 1IS 5.0 or later has already been installed on
your PC.

To setup a digital certificate based client authentication on 1IS web-server
follow the instructions below:

1. Generate a Server Certificate Request

2. Install a server certificate on IIS web-server. You may obtain the
certificate from an external Certification Authority or generate one using
your own CA™.

3. Install the CA root certificate used to sign the server certificate.

4. Configure IIS to request a client certificate for authentication.

5. Obtain client certificates from an external CA or generate client
certificates using your own CA.

6. Install a root CA certificate used to sign the client certificates.

7. Install user/client certificates on IE 6 web-browser.

Generate a Server Certificate Signing Request
To generate a Server Certificate Signing Request follow the steps below:
Click Start -> Settings and click Control Panel.

1.
2. Double click the Administrative Tools applet icon.
3. Double click the Internet Services Manager.

¥ Internet Information Services il -0l x|
| aion vew || = [ Bm| B[22 » = n | |
Tree I Computer | Local | Connection TYpe | Skakus
BP¥ T Cernet Inform B+ pinnacle-1 es TCR(IP
- = * pinnacle-1
<] | i
|

! To generate your own certificates you must have a machine with Microsoft Certificate Server
installed.
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4. Expand your Host name. Right-click the Default Web site and then
click Properties.

¥ Internet Information Services -0 x|
| acion vew || = 5 |[B8m B2 ([ 2] > m 0| |
Computer | Local | Conneckion Type | Skakus
: * pinnacle-1 es TCR/IP
- * pinnacle-1
el Defaulk FTP Site
-y Default Web Site
- % Default SMTP Virtual Server
14 | |
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5. Click Directory Security tab.

Diirectom Security I HTTF Headers I Cusztom Errors I Server Extensions
‘wieb Site | Performance I |S5AP Filkers I Home Directary I Documents

— web Site |dentification

21|

Dezcnphion: D1 efault Web Site

IP Address: I[AII |Unazsigned) j Advanced.. |
TCP Poit; |BD 55L Part: |443

— Connections
£ Wnfirited
& Limnited To: I 10 connections
Connection Timeout: 900 zeconds

¥ HTTP Keep-dlives Enabled

—I+ Enable Logging

Active log format:

I'W'3I: Extended Log File Farmat j Properties... |

(] 4 I Cancel | Soply

Help |
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6. Click Server Certificate button to launch the Web Server Certificate

Wizard.

Default Web Site Properties [

2|

Web Site | Performance I |S&P Filters I Home Directory I Documents
Directory Security | HTTF Headers I Cusgtam Errors I Server Extensions

—Anonymous access: and authentication control

! ; Enable anorymous accesz and edit the

authentication methods for this resource. Edit . |

= |E address and domatn mame restrichions

[Erant ar dem acoess bothis resounee Using
|F addresses onintertet domain mames,

Edit... |

— Secure communications

Require zecure communications and 5 Carti
enable client certificates when thiz
esource iz acceszed. - T
Yiew Cerbficate... |
Edit... |

0K Cancel | Apply

Help
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7. Click Next to move past the welcome dialog box.

Welcome to the Web Server Certificate Wizard. x|

Welcome to the Web Server

@ Certificate Wizard
S

Thiz wizard helps you create and administer server
certificates uged in secure Web communications
between your server and a client.

Statuz of pour Web server;

Your Web Server doesn't have a certificate ingtalled
and you don't have any pending requests.
Certificate "Wizard will help you to create a new
certificate for thiz Web Server or attach to an
exizting certificate.

To continue, click Mext.

< Bach I Mext » I Cancel

8. Click Create a New Certificate, and then click Next.

115 Certificate Wizard

Server Certificate
There are three methods for azsighing a certificate to aWeb site.

Select the method pou want to use for this web site;

f* Create a new certificate.
" Assign an existing certificate

" Import & certificate from a Key Manager backup file.

< Back I Mext » I Cancel
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9. Click Prepare the request now, but send it later, and then click Next.

IIS Certificate Wizard i =]

Delayed or Immediate Request
Y'ou can prepare a request to be sent later, or you can zend one
immediately,

Do you want ta prepare a certificate request ko be sent later, or do you want ta send it
immediately to an online certification authoriy?

% Prepare the request now, but send it |ater

{71 Send the request immediately bo &t online certification autharity

¢ Back I Mewt » I Cancel |

10. Enter the name you wish to appear on the certificate and select 1024 in
the Bit length drop down list. Click Next to continue.

115 Certificate Wizard N

MHame and Security Settings
Your new certificate must have a name and a specific bit length.

Type a name for the news certificate. The name should be easy for you to refer to and
remember.

M arme:
Default Web Site

The hit length of the encryphion key determines the certificate’s encryption strength.
The greater the bit length, the stranger the security. However, a greater bit length may
decrease perfarmance.

Bit length:

[ Server Gated Cryptography [SGEC) certificate [for expart versions only]

¢ Back I Mewt » I Cancel

SENTRYFPV



Page 9 of 20

11. Enter the name of your Organisation and the organisational unit and
click Next.

IIS Certificate Wizard )i =]

Organization Information
Your certificate must include infarmation about pour arganization that
digtinguizhes it from other organizations.

Select or type vour organization's name and pour organizational unit. Thiz iz tepically the
leqal hame of your arganization and the Hianme of your divizsion or department.

Foar further infarmation, consult certification autharity's web site.

Organization:
IF'innac:Ie Conzulting j

Organizational unit;

IMarketind j

¢ Back I Mewt » I Cancel

12. Enter the common name you wish to use. For a server certificate this is
usually your domain name.

I1S Certificate Wizard y

Your Site’z Common Name
Tour Web site's common name iz itz fully qualified domain name.

Type the common narme for pour site. If the zerver is on the Internet, uze a valid DS
name. If the server is on the intranet, you may prefer to use the computer's MetBlIOS
harne.

If the: common name changes, you will need to obtain a new certificate.

Canmon narme:

innacle-1

¢ Back I Mewt » I Cancel
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13. Enter the location of your organization and click Next.

IIS Certificate Wizard I =]

Geographical Information
The certification authority requires the following geographical information.

Country/Region:

IH!] [Buztralia) - I

State/province:
INew South *Wales j

CitpAocality:

ISydney j

State/province and City/locality must be complete, official names and may not contain
abbreviations,

¢ Back I Mewt » I Cancel

14. Specify a file name where you want to store the certificate request and
click Next.

I15 Certificate Wizard ] |

Certificate Request File Mame
Your certificate request is saved az a test file with the file name pou
zpecify,

Enter a file name for the certificate request,

File: name;

Browse... |

¢ Back I Mewt » I Cancel
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15. The information that will appear on the certificate will be shown for
verification. Click Next.

115 Certificate Wizard

Request File Summary
You have chozen to generate a request file.

To generate the following request, click Nest.
File name:  c:\certreq bt

Your request containg the following information;

lzzued To pinhacle-1

Friendly Mame Drefault Web Site
Country # Region Al

State / Province Mew South Wwales
City Sydrey
Organization Finnacle Conzulting
Organizational Ll nit b ark eting

¢ Back I Mewt » I Cancel

16. Click Finish to complete the Web Server Certificate Wizard.

IIS Certificate Wizard |

Completing the Web Server

% Certificate Wizard
Y

You have successfully completed the Web Server
Certificate wizard, & certificate request was created and
zaved to the file:

cohoertreg, et

Send ar e-mail thiz file to pour certification autharity, who will
zend you a rezponse file containing your new certificate.
Restart thiz wizard to attach the new certificate to pour
SEMVEL

Click here

for & list of certification authorties who offer zervices for
Microgoft products,

To close this wizard, click Finigh.

& Back I Finizh I Caticel |

17. Send the generated certificate request file to a CA of your choice for
signing.
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2 To install the certificate on the Web server
After you received the certificate back from the CA you need to install it on

your web-server.

1. Follow step 1 to 7 as described in the previous section.
2. Click Server Certificate to launch the Web Server Certificate Wizard.
Click Next to process the certificate you obtained from the CA.

.

A

Welcome to the Web Server Certificate Wizard. |

Welcome to the Web Server
Certificate Wizard

Thiz wizard helps you create and administer server
certificates uged in secure Web communications
between your server and a client.

Statuz of pour Web server;

vou have a pending cedificate request. Cerdificate
Wizard will help you to process the response from a
Certification duthority or to remowve thiz pending
request,

To contitive, click Mext.

& Back I Mewt » I Cancel
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3. Click Process the pending request and install the certificate, and

then click Next.

I1S Certificate Wizard !

Pending Certificate Request

A pending certificate reguest iz a request to which the cerdification
autharity has not pet rezponded.

|x

A certificate request is pending. *What would you like to da?

%' Process the pending request and install the certificate

" Delete the pending request

¢ Back I Mewt » I Cancel
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4. Enter the path and file name of the file that contains the response from
the CA, and then click Next. The example below will read the certificate

from C:\Certs directory.

IIS Certificate Wizard i =]

Procesz a Pending Request
Process a pending certificate request by retrieving the file that containg

the certification authority's rezponze,

i ;'J'.;
FEs * 1,

Enter the path and file name of the file containing the cedification authority's rezponze.

Fath and file name;
C:ACertzh Thawte. cer Browse... |

¢ Back I Mewt » I Cancel

5. Examine the certificate overview, click Next, and then click Finish.

A certificate is now installed on the web server.
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3 Install the CA root certificate used to sign the server certificate

This procedure installs a trusted certificate on 11IS 5.0 on Windows 2000 Pro.
This section assumed that you already obtained a CA root certificate, which
was used to sign the server certificate.

Start Windows Explorer

Navigate to the directory, where the CA root certificate file is stored.
Right click on the certificate file and select Install Certificate.

It will start the Certificate Import Wizard.

Click Next to go pass the Welcome screen.

Select Automatically select the certificate store based on the type
of certificate and click Next.

Certificate Import Wizard B ﬂ

Certificate Store

ogkrwnE

Certificate skores are system areas where certificates are kept.

‘Windows can automatically select a certificate store, or you can specify a location For
& pukomatically select the certificate store based on the bype of certificate
€ Place all certificates in the Following store

ertificate staret

Brawse. |

< Back, I Mext = I Cancel |

7. On the next screen click Finish to complete the installation of CA root
certificate.

8. You may be asked, if you trust the certificate issuer. Click Yes, if you
are prompted to do so, assuming you received the certificate from a
trusted CA.

Tip: To view a certificate, start Windows Explorer, navigate to a .cer file and
then double-click it.
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4 Configure IS Web Server to use SSL

This procedure uses Internet Information Services (11S) to configure your Web
application's virtual directory to require SSL to access it.

This procedure assumed that you have a valid certificate installed on your
Web server.

1.
2.

Follow steps 1 to 6 as described in section 1.
On the Default Web Site Properties dialog box, click Edit.

Default Web Site Properties 21x]
Wieh Site | Performance I 1SAPI Filters I Home Directorny I Docurments |
Directory Security | HTTP Headers I Custom Erars I Server Extensions

—Anonymous access and authentication contral

Enable anonymous access and edit the

w authentication methods for this resource. Edit...

= |B address and domain name restiction

8

Grart of demy access to this resouice using

|F addresses arintermet damain fames,
Edit...

— Secure communicatior:

Require secure communications and
enable client certificates when thiz
Tesource is accessed.

Server Certificate. .
“iew Certificate..

oK | Cancel | 2Pl |

Help |

Select the Require secure channel (SSL) check box.

Secure Communications |

X

v Fequire secure channel [S50)
¥ Fequire 128-bit encrption

r— Client certificates

% |gnaore client certificates
" Accept client certificates
' Require client certificates

™ Enable client certificate mapping

Client certificates cat be mapped to 'Windows uzer
accounts. This allows access control bo resources
using client certificates.

Edit... |

[ Enable certificate trust list

Eurrent CTL: I

Edi.. |

]

Catcel |

Help |

If you want to force strong encryption, select the Require 128-bit

encryption option.

Select either Ignore client certificates or Accept client certificates.

Click OK, and then click OK again.
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7. In the Inheritance Overrides dialog box, click Select All, and then click
OK to close the properties dialog box.

Your IIS web server is now ready to communicate securely using SSL.
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5 Configure lIS Web Server to require client certificates

This procedure uses Internet Information Services (11S) to configure your Web
application's virtual directory to require client certificates.

This procedure assumes that you have a valid certificate installed on your
Web server.

1. Follow steps 1 — 5 in section 3.
2. To force your web server to ask for client certificates, select the
Require client certificates option in Client certificates section.

Secure Communications [ ﬂ

—I¥ Fequire secure channel [S5L]

¥ Fequire 128-bit encrption

r— Client certificates

" lgnhare client certificates
" Accept client certificates
&' Require client certificates

™ Enable client certificate mapping

Client certificates cat be mapped to 'Windows uzer
accounts. This allows access control to resources =
using client certificates. el I

[ Enable certificate trust list

Eurrent CTL: I ;!

Hew. | Edi.. |

(] I Cancel | Help |

3. Click OK, and then click OK again.
4. In the Inheritance Overrides dialog box, click Select All, and then click
OK to close the properties dialog box.
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6 Obtain client certificates from an external CA or generate your own
client certificates

To obtain a client certificate go to Certification Authority such as Verisign,
Thawte, Baltimore, CACert or others.

To generate client certificates from your own CA, you need a machine
running Microsoft Certificate Service.
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7 Install the CA root certificate

Before you can use a SSL client certificate to access the web-server, which
was set up to request client certificate, you must install the root certificate of
the CA who signed the client certificate(s).

This procedure installs a trusted certificate on 11IS 5.0 on Windows 2000 Pro.
This section assumed that you already have a root certificate stored in a .cer
file.

Follow instructions in section 3 to install the CA root certificate. The difference
is that you must double click the CA root certificate that was used to sign the
client certificate(s).

Tip: To view a certificate, start Windows Explorer, navigate to a .cer file and
then double-click it.

SENTRYFPV !:



Page 20 of 20

8 Install a Client Certificate

This procedure installs a client-side certificate. You can use a certificate
from any certificate authority, or you can generate your own certificate
using Microsoft Certificate Services. This section assumed that you already
have a client certificate from a CA stored in a .cer file

Follow instructions in section 3 to install a client certificate. The difference is
you must double click the client certificate file, instead of a CA root certificate
file.

Tip: To view a certificate, start Windows Explorer, navigate to a .cer file and
then double-click it.

Click Finish to complete the wizard. Dismiss the confirmation message box,
and then click OK to close the certificate.
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